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e Healthcare and cybercrime

e Global medical regulatory landscape
e (Cybersecurity Global References

e Industry challenges & opportunities
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Why healthcare attracts cybercriminals

®

Healthcare combines valuable data, operational urgency, complex

infrastructure and low tolerance for downtime

Financial USD 5,56
Industrial UsD 5,00
Energy USD 4,83
Technology USD 4,79
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Average cost of
data breach by
sector, 2025
(in millions)
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Cyber Risk in Brazil Healthcare

Average cost of data breach by sector, 2024 (in millions)

Brazil healthcare

Healthcare BRL 10,46

3,167

Services BRL 8,82
Commu-
nication BRL 8,53 ~37%
Brazil above the global
razi healthcare average
Average BRL 6,75 of 2,309
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attack pressure

Weekly attack attempts
per healthcare
organization in Brazil

~55%

higher breach cost
than Brazil’s all-
industry average
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The attacker’s business model in Healthcare

Commercial motives can create clinical consequences

&

Data Operational Complex attack High pressure to
monetization extortion surface restore
Patient PIl, insurance data, Care delivery depends IT, loMT, cloud, suppliers, Delays can affect care,
clinical data and identity on system availability. remote access and reputation and revenue.
data. legacy systems.

Cybercriminals do not need to attack the patient directly to create patient risk

(' UL » Solutions
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Medical regulations, guidelines and compliance

FD&C Act, Including §524B for ®----------------=-------
“cyber devices”; applies through

premarket submissions such as

510(k), De Novo, PMA, HDE

FDA 2026 premarket cybersecurity guidance
FDA post-market cybersecurity guidance
eSTAR cybersecurity section

RDC 751/2022 (risk classification, notification
and marketing authorization systems, labeling
requirements and use instructions regarding
medical devices)

RDC 657/2022 (regularization of SaMD)

Food and Drugs Act / Medical

r—--® Devices Regulations; medical

Canada

United States

RDC 848/2024 (essential safety and ‘g
performance requirements applicable to

medical devices and in vitro diagnostic (IVD)
medical devices)

RDC 665 (Good Manufacturing Practices for
medical products and in vitro diagnostics)

Anvisa Guide 38/2020 cybersecurity guidance o----
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device licensing

Health Canada premarket
cybersecurity guidance

MDR 2017/745 (Medical Device Regulation)
IVDR 2017/746 (In Virto Diagnosis Medical Devices)
Cybersecurity embedded in General Safety and Performance

Requirements

MDCG 2019-16 Rev.1 (Software and IT security under the
European Union medical device regulations)

Al Act layer for Al-enabled medical devices

?

Brazil

UK Medical Devices Regulations 2002;
-
MHRA software and Al as medical device framework

- MHRA SaMD/AI guidance and change program;
broader post-market/vigilance expectations

UKQ QEU

9

Singapore

[ S—

HSA cybersecurity expectations; CSA cybersecurity
Labeling Scheme for Medical Devices, CLS(MD)

Health Products Act and Health Products Medical Devices.____i
Regulations; HAS registration

NMPA medical-device
registration framework

NMPA/CMDE medical device
----------- ® software and cybersecurity
registration-review guidance

?

Japan

PMD Act / Basic Requirements Standard;

cybersecurity added as Article 12(3) P

PMDA/MHLW cybersecurity

explanatory materials; JIS/IEC 81001-e---

5-1 alignment

Therapeutic Goods Act, Medical
---------- -# Devices Regulations, Essential
9 Principles, ARTG inclusion

Australia  TGA medical device
i cybersecurity guidance
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Global Harmonization & Standards

IMDRF Lifecycle / Security /
O Process Testing

N60 Medical Device + |EC81001-5-1 « UL 2900-2-1

Cybersecurity - |EC 62304 + |EC 60601-4-5

N0 Lezsiey Wieelies] - 150 14971 + IEC 62443

Devices

e ISO 13485 «  AAMITIR57

N73 SBOM principles _ _
HSCC Joint Security Plan 2
MDS2

UL Solutions
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H s c c Design Control (Quality Management System)
o

Joint

Security R ‘
Verify Security Controls
Plan 2 R . Vulnrabily & EOUECS

gement

Secure Architecture Design Security Incident Response
Patch/Software Update

Patch/Software Update
Planning
Total Threat Modeling ‘ 7
Secure Transfer to Security Validation Testing

Product Manufacturing Planning

Lifecycle

Security e —e—

Activities Security Integration into Safety Risk Assessment > Security Risk Management Summary Approval
Risk Management

S—
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Affected Development
Life Cyclf Phases

—_—

System Verification and Validation

Product or System Detailed Design

Product or System Implementation
Product or System Requirements & Architecture

Product or System Integration, Test, and Verification

Product or System Concept of Operations

su3437

ICS
Requirements

)

OZPICOOD> <

ABIMED

Sociotechnical System Analyses
A A
) )

(

Scenarios

Interoperability C

Connectivity Solutions:

Application
Layer

Presentation
Layer

Session Layer

ASTM, Continua, IEC, D
IEEE, IHE, ISO, HL7,
elc...
Communication Technologies:
Ethemet, WiFi, Bluetooth, E

etc...

Transport Layer

Network Layer

Data Link Layer

Physical Layer

Top Down Analysis

NZO——->rCH—0m WCOUAPN>I
NMOVODIOM: —HrCrPrT OMOCPFO

< System Safety Requirements Sources |

Source: AAMI UL 2800-1 3" Edition 2026

A informagdo contida neste documento é de cunho confidencial e exclusivo da ABIMED. The information contained in this document is confidential and exclusive to ABIMED.
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Patient Safety 4
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Building on Brazil’'s established foundation to
strengthen cybersecurity

Opportunity to Leverage existing ANVISA requirements and align selectively with global references

0 Structured e ANVISA-led Brazil-fit, Risk-
Collaboration Harmonization Map based Roadmap
ANVISA, ABIMED, manufacturers, Map Brazil’s current regulatory Define proportionate
hospitals, TIC, ICT, academia and framework (e.g., RDC 657/751) cybersecurity controls and
security experts build on existing against selected global references evidence expectations based on
Brazilian requirements to align on (e.g., JSP2, UL 2900-2-1) to device criticality, ecosystem
a shared, risk-based language and identify where alignment can maturity, and shared responsibilities
practical implementation priorities. strengthen outcomes without - supporting phased adoption that

creating unnecessary burden reflects Brazil’s security risk profile

Proportionality * Risk-based Possible Tiered evidence expectations *

prioritization « Phased adoption * Implementation guidance ¢ Future-ready
e ) Outputs ) : S
Feasibility for Brazil's ecosystem requirements * Procurement/security criteria

Decision

Lens

(‘ U|_ ” Solutions
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Obrigada!
Thank You!




